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DETAILED ACTION 

This action is in response to the papers filed 11/05/2007. Claims 1-18 were 
received for consideration. Currently claims 1-18 are under consideration. 

Response to Arguments 

Applicant's arguments with respect to Jones not teaching "a pair of data-storage 
media each containing a sequence of encryption keys, one data-storage medium local 
to the monitor, and the other data-storage medium local to the remote computer 
system" have been fully considered but they are not persuasive. Jones clearly teaches 
that both the transmitting station (computer device) and the receiving station (remote 
computer system) have a sequence of encryption key that that are changed at 
predetermined times (see figure 1 and abstract). 

In response to applicant's arguments, the recitation "a monitor that monitors the 
security state of a remote computer system, the monitor comprising" has not been given 
patentable weight because' the recitation occurs in the preamble. A preamble is 
generally not accorded any patentable weight where it merely recites the purpose of a 
process or the intended use of a structure, and where the body of the claim does not 
depend on the preamble for completeness but, instead, the process steps or structural 
limitations are able to stand alone. See In re Hirao, 535 F.2d 67, 190 USPQ 15 (CCPA 
1976) and Kropa v. Robie, 187 F.2d 150, 152, 88 USPQ 478, 481 (CCPA 1951). 



Claim Rejections - 35 USC § 103 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schneck et al (U.S. 6,865,426) in view of Jones (U.S. 5,412,730). With respect to claim 
1 , Schneck teaches a monitor that monitors the security state of a remote computer 
system, the monitor comprising: a computing device (see figure 1 element 106 Receive 
Host) and a communications medium interconnecting the computing device with the 
remote computer system (see figure 1 element 103 Send Host). Schneck teach using 
encrypted communication between the devices but does not teach a pair of data- 
storage media each containing a sequence of encryption keys, one data-storage 
medium local to the monitor, and the other data-storage medium local to the remote 
computer system; and a program, running on the computing device, that exchanges 
with the remote computer system, over the communications medium, messages 
encrypted using one or more encryption keys extracted from the data-storage medium 
local to the remote computer system in order to monitor the security state of the remote 
computer system. Jones teaches a pair of data-storage media each containing a 
sequence of encryption keys (see Jones figure 1 element 23 and 27), one data-storage 
medium local to the monitor (see Jones figure 1 element 27), and the other data-storage 
medium local to the remote computer system (see Jones figure 1 element 23 and 27 
and abstract); and a program, running on the computing device, that exchanges with the 
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remote computer system, over the communications medium, messages encrypted using 
one or more encryption keys extracted from the data-storage medium local to the 
remote computer system in order to monitor the security state of the remote computer 
system (see abstract). It would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains to have 
a pseudo-random number generator at the transmitting and receiving stations to supply 
a like sequence of encryption keys to both the encryptor and decryptor, without these 
keys being transmitted in any form over the transmission facility. Therefore one would 
have been motivated to have a pseudo-random number generator at the transmitting 
and receiving stations to supply a like sequence of encryption keys to both the encryptor 
and decryptor (see column 1 lines 37-53). 

With respect to claim 2, wherein following power on or reset of the remote 
computer system, while the remote computer system is in a relatively high-security 
state, the remote computer system sends an initial-authentication message to the 
monitor, encrypted with a next key extracted from the data-storage medium local to the 
remote computer system (see Schneck column 4 line 66 - column 5 line 24 and column 
7 line 55 - column 9 line 12 and column 10 line 26-67). 

With respect to claim 3, wherein the monitor receives the initial-authentication 
message, decrypts the initial-authentication message using a next key extracted from 
the data-storage medium local to the monitor, and stores an indication that the remote 
computer system is in a relatively high-security state (see Schneck column 4 line 66 - 
column 5 line 24 and column 7 line 55 - column 9 line 12). 



Application/Control Number: Page 5 

10/693,182 

Art Unit: 2132 

With respect to claim 4, wherein the remote computer system collects security 
metrics and includes the security metrics in the initial-authentication message (see 
Schneck column 4 line 66 - column 5 line 24 and column 7 line 55 - column 9 line 12 
and column 1 0 line 26 - 67). 

With respect to claim 5, wherein the monitor receives the initial-authentication 
message and extracts the security metrics in order to determine the security state of the 
remote computer system (see Schneck column 4 line 66 - column 6 line 29 and column 
7 line 55 - column 9 line 12). 

With respect to claim 6, wherein, while the remote computer system is in a 
relatively high-security state, prior to loading and/or executing an untrusted software 
program into memory, the remote computer system sends a going-insecure message to 
the monitor (see Schneck figure 3 and column 7 line 55 - column 9 line 12), encrypted 
with a current key extracted from the data-storage medium local to the remote computer 
system (see Jones Abstract). 

With respect to claim 7, wherein the monitor receives the going-insecure 
message, decrypts the initial-authentication message using a current key extracted from 
the data-storage medium local to the monitor (see Jones Abstract), and stores an 
indication that the remote computer system is in a relatively low-security state (see 
Schneck column 4 line 66 - column 5 line 24, column 7 line 55 - column 9 line 12 and 
column 10 line 26-67). 

With respect to claim 8, wherein the data-storage media both contain identical 
sequences of encryption keys, and each of the data-storage media are one of: a 
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compact disc; a DVD disc; an electronic memory; and a magnetic disk (see figure 1 
element 23 and 27 and abstract). 

With respect to claim 9, a method for monitoring and reporting the security state 
of a remote computer system, the method comprising: providing a monitor computing 
device (see Schneck figure 1 element 106 Receive Host) interconnected with the 
remote computer system (see Schneck figure 1 element 103 Send Host) by a 
communications medium (see Schneck column 4 line 66 - column 5 line 24, column 7 
line 55 - column 9 line 12 and column 10 line 26 - 67); and receiving messages from 
the remote computer system over the communications medium by the monitor and 
storing an indication, by the monitor, of the security state of the remote computer 
system determined by the monitor from the received messages (see Schneck column 4 
line 66 - column 5 line 24, column 7 line 55 - column 9 line 12 and column 10 line 26 - 
67). Schneck does not teach providing a pair of data-storage media, each containing a 
sequence of encryption keys, one data-storage medium local to the monitor computing 
device, and the other data-storage medium local to the remote computer system. Jones 
providing a pair of data-storage media, each containing a sequence of encryption keys, 
one data-storage medium local to the monitor computing device, and the other data- 
storage medium local to the remote computer system (see Jones abstract). It would 
have been obvious at the time the invention was made to a person having ordinary skill 
in the art to which said subject matter pertains to have a pseudo-random number 
generator at the transmitting and receiving stations to supply a like sequence of 
encryption keys to both the encryptor and decryptor, without these keys being 
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transmitted in any form over the transmission facility. Therefore one would have been 
motivated to have a pseudo-random number generator at the transmitting and receiving 
stations to supply a like sequence of encryption keys to both the encryptor and 
decryptor (see column 1 lines 37-53). 

With respect to claim 10, further including receiving, by the monitor, a request for 
information about the security state of the remote computer system, and replying with a 
security-status-inquiry-response message by the monitor based on a determined 
security state of the remote computer system (see Schneck column 4 line 66 - column 
5 line 24, column 7 line 55 - column 9 line 12 and column 10 line 26 - 67). 

With respect to claim 1 1 , further including, following power on or reset of the 
remote computer system, while the remote computer system is in a relatively high- 
security state, sending, by the remote computer system, an initial-authentication 
message to the monitor (see Schneck column 4. line 66 - column 5 line 24, column 7 
line 55 - column 9 line 12 and column 10 line 26 - 67), encrypted with a next key 
extracted from the data-storage medium local to the remote computer system (see 
Jones abstract). 

With respect to claim 12, further including receiving, by the monitor, the initial- 
authentication message, decrypting the initial-authentication message using a next key 
extracted from the data-storage medium local to the monitor, and storing an indication 
that the remote computer system is in a relatively high-security state (see Schneck 
column 4 line 66 - column 5 line 24, column 7 line 55 - column 9 line 12 and column 10 
line 26-67). 
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With respect to claim 13, further including collecting, by the remote computer 
system, security metrics and including the security metrics in the initial-authentication 
message (see Schneck column 4 line 66 - column 5 line 24, column 7 line 55 - column 
9 line 1 2 and column 1 0 line 26 - 67). 

With respect to claim 14,further including receiving, by the monitor, the initial- 
authentication message and extracting the security metrics in order to determine the 
security state of the remote computer system (see Schneck column 4 line 66 - column 
5 line 24, column 7 line 55 - column 9 line 1 2 and column 1 0 line 26 - 67). 

With respect to claim 15, further including sending, by the remote computer 
system, a going-insecure message to the monitor, encrypted with a current key 
extracted from the data-storage medium local to the remote computer system, while the 
remote computer system is in a relatively high-security state, prior to loading and/or 
executing an untrusted software program into memory (see Schneck column 4 line 66 - 
column 5 line 24, column 7 line 55 - column 9 line 12 and column 10 line 26 - 67). 

With respect to claim 16, further including receiving, by the monitor, the going- 
insecure message, decrypting the going-insecure message using a current key 
extracted from the data-storage medium local to the monitor, and storing an indication 
that the remote computer system is in a relatively low-security state (see Schneck 
column 4 line 66 - column 5 line 24, column 7 line 55 - column 9 line 12 and column 10 
line 26 - 67). 

With respect to claim 17, a computer instructions implementing the method of 
claim 9 encoded in a computer-readable medium (see Schneck column 3 lines 6-18). 
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With respect to claim 1 8, a monitor that monitors the security state of a computer 
system by the method of claim 9 (see Schneck column 4 line 66 - column 5 line 24, 
column 7 line 55 - column 9 line 12 and column 10 line 26 - 67). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Devin Almeida whose telephone number is 571-270- 
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to 
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to 
4:00 P.M. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Devin Almeida 
Patent Examiner 
12/3/2007 
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